
With DORA, the Regulation (EU) 2022/2554 on digital operational resilience for the financial 
sector (Digital Operational Resilience Act), the European Union has established sector-wide 
regulation on cybersecurity, ICT risks, and digital operational resilience. This regulation 
significantly contributes to strengthening the European financial market against cyber risks 
and ICT incidents. 
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KEEP YOUR 
COMPLIANCE 
UP-TO-DATE 
THROUGH 
AUTOMATED 
TESTING!

Automate  your  IT-
Security  Assessment 
to  achieve  constant 
compliance  with 
DORA and  other  IT-
Security regulations

Be up-to-date with regards 
to  required  compliance 
implementations.



Resilience Testing

Under  DORA,  companies  need to  conduct  regular  digital  operational  resilience  tests, 
including threat-based penetration tests (TLPT). Based on requirements by BaFin and other 
institutions in the financial sector the intention is that banking institutes in the EU apply 
uniform standards to become even more resilient against risk due to cyber-attacks. 

DORA Compliance Enhancement

NEON Information Security  GmbH is  consistently  oriented towards market  needs.  The 
development of VASE* is based on observation and years of experience in the highly 
regulated market, such as banking, government, or critical infrastructure. Focused on the 
needs of IT security operations, VASE* supports:

 IT Security Analysts with a tool that continuously hardens the SIEM system to 
ensure precise monitoring considering the latest attack scenarios,

 SIEM  Administrators with  a  resource-efficient  maintenance  system  that 
systematically checks for updates, whereby the high degree of automation allows 
recurring scans at short intervals,

 Chief IT Security Officers (CISO) from a business point of view, as continuous 
updating protects the investment in the SIEM, enhances the effectiveness of the 
SOC team, and ensures compliance with regulatory requirements such as the Digital 
Operational Resilience Act (DORA).

The technology can be individually adapted regardless of industry and is scalable with 
regards to growth and change.
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Fig. 1 - The VASE* principle

Based on legitimated attacks 
VASE checks end-to-end, if 
intended cyber-attacks were 
detected and/or fought off

 * VASE –Verification and Attack for Hardening the operational Security Environment 

NEON  is  technology  partner  of  ELASTICSEARCH,  INC.
Elasticsearch  is  a  trademark  of  Elasticsearch  BV,  registered  in 
the U.S. and in other countries. 


